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Genesis of Fusion Centers

Developed by the Global Intelligence Working
Group (GIWG) and endorsed by former U.S.
Attorney General John Ashcroft, U.S.
Department of Justice (DOJ), the National
Criminal Intelligence Sharing Plan ('Plan’) is a
formal intelligence sharing initiative that
addresses the security and intelligence needs
recognized after the tragic events of September
11, 2001. It describes a nationwide
communications capability that will link together
all levels of law enforcement personnel,
including officers on the streets, intelligence
analysts, unit commanders, and police
executives for the purpose of sharing critical
data.
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Intelligence operating elements

Most centers include
at the state, local, and federal
levels:

The centers maintain
to field officers

and policy makers; and,

Centers are designed to be
focusing not only on terrorism prevention
but also on fighting crime in general.

Some centers only have
while others also have the
on intelligence;

Some centers have a ,
sharing information among states; others
have a vertical structure, connecting states
to local and federal agencies, but not to
other states; and

Some centers are

others are independent.
- NGA best practices survey late 2005
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Guidelines for Use of Technology

The Justice Department has released
its first Fusion Center Guidelines
making recommendations about the
centers’ law enforcement role,
governance, connectivity standards,
databases and security.
Related to IT needs, the report
specifically recommends use of the County
Global Justice Extensible Markup
Language (XML) data model, the
Common Alerting Protocol messaging
standards, and service-oriented
architectures for improved
information-sharing.

- Washington Technology 8/30/05
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National Information Exchange Model

NIEM, the National Information Exchange Model, is a
partnership of the U.S. Department of Justice and the
Department of Homeland Security. It is designed to

that
can enable jurisdictions to effectively share critical
information in emergency situations, as well as
support the day-to-day operations of agencies
throughout the nation.

NIEM enables information sharing, focusing on
information exchanged among organizations as part
of their current or intended business practices. The
NIEM exchange development methodology results in
a common semantic understanding among
participating organizations and data formatted in a
semantically consistent manner.




Common Alerting Protocol messaging
standards

*The primary use of the CAP Alert
Message is to "provide a to
activate all kinds of alerting and public
warning systems. This reduces the
workload associated with using multiple
warning systems while enhancing
technical reliability and target-audience
effectiveness.
oIt also helps ensure

over multiple
delivery systems, another key to warning
effectiveness.
*A secondary application of CAP is to
normalize warnings from various sources
so they can be aggregated and
compared in tabular or graphic form as
an




Service Oriented Architecture

« A paradigm for organizing
and utilizing distributed
capabilities that may be
under the control of
different ownership
domains. It provides a
uniform means to offer,
discover, interact with and
use capabilities to produce
desired effects consistent
with measurable _ _
preconditions and Major benefits
expectations.

— Wikipedia 10/10/2006




Other Technologies

* Most agencies have
— limited resources
— Reduced budgets
— Accountability

* Leverage technology to:
— ldentify trends, patterns
— Anomalous behavior
— Promote actionable

intelligence sharing

Focus deployed
resources

Provide timely
information to first
responders

Ultimately safeguard our
citizens and provide for
more effective and
efficient response




Trusted Information Sharing

Sensitive But Unclassified (SBU)

Law Enforcement Sensitive (LES)

Homeland Security Sensitive Information (HSSI)
For Official Use Only (FOUOQO)

Unclassified (U)

» Separated Departments, Levels,
Compartments and Need to Know

* High Availability

» Enable Cross-Domain Architecture
 Accredited Infrastructure

» Mandatory Access Controls

» Multi-Factored Security

» Database of Databases




Technology may be able to help you
prevent this...

...or from
experiencing this.




